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1. Introduction

The Explore Next Generation Firewall (NG-FW) is a multitenant high grade security layer that is
placed between the private Explore network and the public Internet. It allows each Customer to
have its own personalized firewall protection.

When ordered, the NG-FW is pre configured with default policies allowing standard Internet
services.. Those are described in the annexes of the present guide.

The management of the NG-FW can be done:

- by the Customer’s own IT by the means of the configuration platform
- by Proximus by contacting the Proximus Service Desk

The goal of this user guide is get access to the configuration platform of the NG-FW and be able
to manage its security configuration.step-by-step

2. Proximus Service Desk

The Service Desk is the interface between the Customer and Proximus for all aspects of the
Service, including receiving, recording, registering and escalating Incidents and other requests.
The Service Desk allocates resources (first line, second line, experts) and communicates regularly
with the Customer.

Proximus provides the Customer with centralized Service Desk Access by phone or via a portal.
The Service Desk is only accessible to authorized Customer representatives (24/7) every day of
the year via the following channels:

Phone o 0800/14888

Portal https://www.proximus.be/login

Proximus SA company of Belgian Public Law, exercising its activities under the commercial name Proximus, located in
Bd. du Roi Albert Il 27, B-1030 Brussels, Belgium, VAT BE 0202.239.951, Brussels Register of Legal Entities, Giro BESO 0001 7100 3118

Page 4 of 60



progimus

31

Presentation Next Generation Firewall

Product presentation

Proximus Next Generation firewall is based on Palo Alto Networks VM-series firewall technology.
Palo Alto Networks is a renown security leader. The Palo Alto Networks VM- series provides an
integrated set of essential security technologies.

From one easy to deploy and manage plateform, it allows advanced threat protection, including
firewall, application control, advanced threat protection, IPS, and URL Filtering. Threat Prevention
security services add automated protection against today's sophisticated threats.
SSL teleworking functionnality is also available.

The firewall capacity and the activated set of security services depends on the chosen Proximus
bundle. Following table summarizes the the available bundles

Proximus offer Palo Alto Networks security feature
Next Generation Firewall Application firewall protection
Advanced Security Anti-virus

Anti-Spyware

Vulnerability Protection

URL filtering

Wildfire sandboxing
Teleworking Global Protect
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32 The firewall connectivity

The Explore Next Generation Firewall (NG-FW) is placed between the private Explore network
and the public Internet.

The firewall offers 2 interfaces:

- Inside interface: connected to the Explore private network
- Outside interface: connected to the public internet and configured with the public IP
address

Proximus cares about those connectivities and assures the commited SLA on it.

The picture below gives an overview of the network architecture of this NG-FW solution:

Internet

Next Generatio
firewal

<

Explore

Secure & religble network

Sl=l=]=

L= N = N = N =)\

The access to the firewall management dasboard is only possible from the inside interface.The
configuration of the firewall is about defining policies between the inside and outside interfaces.
Since the public IP address is configured on the outside interface, network address translation
(NAT) is applied. A specific management interface is dedicated to Proximus in order to manage
and operate the firewall.
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33 First acces to the Next Generation Firewall
management dashboard

Remote access to the firewall uses the secured HTTPS protocol. You can access this firewall from
your internal network using any web browser. Before accessing the home page of the firewall,
you need to authenticate and are requested to change your default password provided by
Proximus. You will receive by email your identifiers and the web address to access your firewall

So click on this provided web link to access your firewall and follow the procedure requested by
the firewall to change the password. The firewall indicates as well the password policy needed
that you apply to the new defined password. Apply those policies otherwise the new password
will not be accepted by the firewall and will propose you another tentatvie to define your
password.

Steps to access the firewall :

1. Click on the following link : https ://ngfw.explore.proximus.com

2. Introduce in the portal the credential provides by Proximus and Login.

Explore
Next Generation
proximus Firewall

Username

Password |

Log In

Note that the username and password are case-sensitive, make sure you type them correctly

After the authentication by the firewall you will be prompted by a Welcome message.
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Welcome to PAN-05 9.11

With this felease, Palo Alto Networks introduces features that implemant SD-WAN functionality, streamline application-hased policy creation and
dependency workflows, enable automatic Pé;nnma mrrnadim recovery, pn:ryvdedyn'dmir tagging to add users to groups, enhance
provide fe i i

solution ko provide intelligent and dynamic path selection on top of the industry-
eading securty that | PAIH)S Softare aready delvers, Hanaged by Panorama, our SD-WAN Implementatin incudes centraized eonfiguraton
‘management, automatic VPN topology creation, traffic distribution, and monitoring and troubleshooting.

snundmauwiamu Based Policy—Safely enable broad sets of appimwnswm commen attributes using a single policy rule (for

e, an safely enable broad access to web-based appications or to al enterprise VoIP agpiications). This minimizes errors, helps you
e T e 4
using Policy Optimizer:

Simplified Application Dependency Workflows—Simplified workflows to find and manage application dependencies allov you
a;qﬂ(ahm ‘dependancies wihen you creste a new Securiy policy rule and when performing Commits. When  policy does not e
‘you can directly access Security policy rule to add the required applications.

Automatic P Connection Recovery—after you use Panorama to push configuration changes to managed firewalls, the firewialls
m«kﬁxmm to Panorama. 1f a firewall is unable to communicate vath Panorama, that firewall automatically reverts to the last running

configuration.
Dynamic User Groups—Use tags to dynamically add usrs to groups and to autemate security, decryption, and authentication actions for
‘group members based on potential threats or user behavior (such as browsing to a restricted site), L

] Do not show again

900

After closing this window you will get your access to the main page of the Palo Alto Networks
GUI of your firewall. See picture below.

Expore Next Generaton Fireal

Monitor Policies Objects Device & Conmt & G Configv Q Searcn

® bytes O sessions O thvests O content O VRts O s p— ® bytes O sessions O thveats O content O vRis O apps =

®-0 ®
200004
® risk Sanctioned Stat Yoo oom \/\'
" | flaborst. | . . g — — ey
Taas 1830 14 1500
emal
Lot g || o bytes_sent - bytes_received
[ Bl
s E T N
Aopiication Rk Gytes Sessions Threals Comtent URLs  Users || SourceUser Destination User Btes Sessons Threats Content  URLS  Apps
sl a 7MW ekl 10 W 0 ;mmm sl None None 6737MM 1502k 11 . 0 27 sc -
B ol sl o o o 21
a 729M1 6061 0 o o0 £
B sl sel o o o an
B »wm o6l oo 0o o 71
B osml sl o o o 1
ool siomm o o o wsm
1] 7.4M | 71 0 o 0 1l
B sl sl o 0 o s
BB nml sl o ) 1
o i e 1l o 1l mmm

We strongly recommend to change the default password provided
by Proximus !

Please follow the procedure below "How to change your password?" for configuring a new
password.
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34 How to change your password ?

From the bottom left of the page, select the connected “customer” user .

‘Etplore Next Generation Fenal

x Monitor _ Policies  Objects ___ Device

Time Network Acthity . | Threat Actity | Blocked Acthiy | Tunnel Actvty | +

il e Y B &

© Rk In progress...

1 show system events

In progress...

Source P Aciviy LECKEIR

© btes O sessons O threats O content. O s

In progress..

Expore Next Generation Frenal

A new window appears asking you to enter the current password as well as the new password
you want to use to connect to your firewall.

Click then on OK to confirm your new password.

Administrators
Name | customer
Old Password  »

Mew Password  «

Confirm MNew Password | »

The new password should adhere to a set of passord complexity rules:
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Minimum Password Complexity

Enabled [

Minimum Length
Minimum Uppercase Letters

g
ik
Minimum Lowercase Letters 1
Minimum Numeric Letters 1
Minimum Spedial Characters 1
Block Repeated Characters 0
Block Username Inclusion (including reversed) [/
Mew Password Differs By Characters 3
Require Password Change on First Login
Prevent Password Reuse Limit 12
Block Password Change Period (days) 1
Required Password Change Period (days) 365
Expiration Warning Period (days) 30
Post Expiration Admin Login Count 3
Post Expiration Grace Period (days) 30

To apply the change you need to commit it : Click on the « Commit » located on the top right of

the GUI :

R

ACC Monitor Policies Objects Network

Click the « Commit » button to confirm your changes;

Commit (O} |

Doing a commit will overwrite the running configuration with the commit scope.

| Commit Scope | Location Type | Include in Commit

policy-and-objects '

¥, Preview Changes |3 Change Summary E'=1 Validzte Commit M Groun By Location Type

Not=: By default, thiz shows all the dhanges by s=lec=d admins in login admin's accessible domain. Admins may chooss some of them tocommit.
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Your login and password can only be used by you. Proximus has separate credentials to access
the Firewall. If you lose your password, you must contact the Service Desk to request a reset of
your password.

4. Overview of the web interface of the Next
Generation Firewall.

This graphical interface allows to access the firewall using HTTPS and it is the best way to
perform most of the administrative tasks. The PA web interface consists of five main sections :

- The Application Command Center (ACC) : an analytical tool that provides actionable

intelligence on activity within your network.

- Monitor : firewall reports and logs you can use to monitor activity on your network.

- Policies : This tab provides the firewall web interfaces you can use to configure policies (
security, NAT, Policy Based Forwarding, QoS, ..)

- Objects: They are the elements that enable you to construct, schedule, and search for
policy rules, and Security Profiles provide threat protection in policy rules. This tab
describes how to configure the Security Profiles and objects that you can use with
Policies:

- Device : Use the following sections for field reference on basic system configuration and
maintenance tasks on the firewall.

Hint: use the contextual help to learn more about the different elements present on the page
you are watching.

2o Authentication r
B Event Description §
# Protocol ]
hen_CP Authentication f
Success
hen CP Authentication
SuCcess
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411 The Application Control Center (ACC)

The Application Command Center (ACC) is an analytical tool that provides actionable intelligence
on activity within your network. It uses the firewall logs for graphically depicting traffic trends on
your network.

Exglors Next Geneiation Freiall

x Monitor Policies _Objects _Device

|-

The Network Activity section gives you an overview of traffic and user activity on your network.
The main widget of this section are :

- The Application usage widget displays the top ten applications used on your network, all
the remaining applications used on the network are aggregated and displayed as other.
The graph displays all applications by application category, sub category, and application.
Use this widget to scan for applications being used on the network, it informs you about
the predominant applications using bandwidth, session count, file transfers, triggering the
most threats, and accessing URLs.

- The user activity widget displays the top ten most active users on the network who have
generated the largest volume of traffic and consumed network resources to obtain
content. Use this widget to monitor top users on usage sorted on bytes, sessions, threats,
content (files and patterns), and URLs visited.

- The source IP Activity widget displays the top ten IP addresses or hostnames of the
devices that have initiated activity on the network.

- The Destination IP Activity widget displays the IP addresses or hostnames of the top ten
destinations that were accessed by users on the network.

- Therule usage widget displays the top ten rules that have allowed the most traffic on the
network. Use this widget to view the most commonly used rules, monitor the usage
patterns, and to assess whether the rules are effective in securing your network.

The Threat section provides an overview of the threats on the network.. This information is based
on signature matches in Antivirus, Anti-Spyware, and Vulnerability Protection profiles and viruses
reported by WildFire.

The Blocked Activity section focuses on traffic that was prevented from coming into the
network

- The Blocked Application Activity widget displays the applications that were denied on
your network, and allows you to view the threats, content, and URLs that you kept out of
your network.

- The Blocked User Activity widget displays user requests that were blocked by a match on
an Antivirus, Anti-spyware, File Blocking or URL Filtering profile attached to Security
policy rule.

- The Blocked Threats widget displays the threats that were successfully denied on your
network. These threats were matched on antivirus signatures, vulnerability signatures,
and DNS signatures available through the dynamic content updates on the firewall.

- The Blocked Content widget displays the files and data that was blocked from entering
the network. The content was blocked because security policy denied access based on
criteria defined in a File Blocking security profile or a Data Filtering security profile.
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- Security Policies Blocking Activity widget displays the security policy rules that blocked or
restricted traffic into your network. Because this widget displays the threats, content, and
URLs that were denied access into your network, you can use it to assess the
effectiveness of your policy rules. This widget does not display traffic that blocked
because of deny rules that you have defined in policy.

You can remove and add individual widgets, as needed on all the ACC tabs. To add a widget to
one of the ACC tab, select the « pen » on the left of the tab name. A new window is prompted
and allow you to add and custom widgets. See figutre below.

Manitor Paolicies Objects Device

letwork Activity | Threat Activity .+ [ Blocked Activity [ Tunnel Activity | GlobalProtect Activity

Edit Custom Tab
Add Widget Group: | Add Widget ~

yulnerabifity

Wiew Name: Threat Activity
Workspace

1 Column

Threat Activity

t Name ZCqumn

WildFire Activity By File Type WildFire Activity By Application

Hosts Visiting Malicious URLs X Hosts Resolving Malicious Domains

Then click on the « Add Widget » drop down list and select all the widgets you want to add in

[ Aopication Usage:
Mot (2 appctions Usng on sandard orts

) slocked picanen ey .
O [y
iy ]
]
||
||
i —
é Rules Allowing Apps On Non Standard Ports
|
o
u
. e I
this section, ML= W To delete a widget, click the ™ symbol in the title bar.

Proximus SA company of Belgian Public Law, exercising its activities under the commercial name Proximus, located in
Bd. du Roi Albert Il 27, B-1030 Brussels, Belgium, VAT BE 0202.239.951, Brussels Register of Legal Entities, Giro BESO 0001 7100 3118

Page 13 of 60



Prozdimus

412 The Monitor Tab

This section of the GUI provides you all the logs you need to monitor the traffic of your network.

- Traffic logs : related to the traffic crossing the firewall. Remark : the firewall policies
must have the correct log settings for logs to be collected — by default :

Log Setting
[ | Log at Session Start
@ Log at Session End
Log Forwarding  default »

- Threats: will centralize all security alarms generated by the firewall. Types can vary
(Virus, Malware, etc). Certain protections, like Antivirus, are part of the Advanced
security pack available in option at Proximus, as well as URL Filtering and Wildfire.

- User-id logs : shows events related to the Palo Alto UserID™ function

- Authentication : centralizes access authentication-related events (generally related to
the Teleworking and UserID™ functions).

- Unified: Displays the latest Traffic, Threat, URL Filtering and WildFire Submissions log
entries in a single view. The collective log view enables you to investigate and filter
these different types of logs together (instead of searching each log set separately). Or,
you can choose which log types to display: click the arrow to the left of the filter field
and select traffic, threat, url, and/or wildfire to display only the selected log types.

v I Logs a
E-:'g, Traffic
2 : Source Destination Destination
E? Threat Log Type  Receive Time Log Subtype Session 1D o e Source address Source User A
|3 URL Filtering
[, wildFire Submissions B traffic end 49387 inside outside
8 User-ID B | traffic end 43406
% Configuration
B  traffic end 49544
B Authentication P
{inifted EL\ traffic drop 0
- Packet Capture Bb | traffic end 50058
v@ép“ Seehe B | trafic end 49785
Summary
[ Change Manitor | baffic T o
I
@Threet Monllor B | traffic end 49585 outside
@ Threat Map 5
(B8 Network Monitor B traffic drop 194.78.225.94
_ B Traffc Map B | traffic drop 0 outside 194,78.225.94
45! Session Browser
&4 Batnet B traffic end inside 10.0.0.8
w [ POF Reports B | traffic end inside 10,0,0.8 208,110
Eittanage PDF Summary B | traffic end inside 10.0.0.8 55.208
QE User Activity Report
{55335 Application Usage B | traffic 01/2113:23:08 | end 50214 mside 10,0.0.8 194.78.225.81
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Poli

v@mgs

B

% Traffic

le Threat D Name Descriptior
[ URL Filtering [¥]| Reporti

[, wildFire Submissions
ﬁ%} Data Filtering
[ H1P Match
User-ID
\'& Tunnel Inspection
[E18 Authentication
[ unified

- Packet Capture

v l:’:} App Scope

Ej Summary
[F5 Change Monitor
m Threat Monitor
ﬁTh reat Map
(B Network Monitor
QTrafﬁc Map

0';‘ ' Session Browser

& Botnet

v [ POF Reports

% Manage PDF Summary
93 User Activity Report
g Saas Application Usage
ireport Groups
Elﬁ(?jngma\l Scheduler

mManage Custom Reports

[l Reports

Add @ Delete e

e Apphtation SatsBey

[ absarrs
Al SR
Trw Praew Tie
Soat by Lt

L
T enafiod Vi [ M)
Tiniles

iy Baadbng hiest
L}

WAy o
s Fming
LB

et T
AeArrEER

From the Monitor tab you can also configure
several types of reports that the firewall generates
immediately (on demand) or on schedule.

For example to generate a custom report

1. Select « Manage Custom Report »

2. Click Add then enter the name for the report.

3. To base a report on an predefined template,
click Load Template and choose the template. You
can then edit the template and save it as a custom
report.

O D Do )i

4. Select the Database to use for the report
5. Select the Scheduled check box and define the filtering criteria : Select the Time Frame,
the Sort By order, Group By preference, and select the columns that must display in the

report.

6. Optionally select the Query Builder attributes if you want to further refine the selection

criteria.
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For example, the following figure (based on the Traffic Log database) shows a query
that matches if the Traffic log entry was received in the past 24 hours and is from the

untrust zone.
Query Builder

(receive_time in last-24-hrs) and (zone eg ungrust)

and [ Negate S ) il

Ingress Interface
or
Diclr

equal

not equal

Add
untrust]

7. Totestthe report settings, select Run Now. Modify the settings as required to change
the information that is displayed in the report.

Custom Report

Report Setting
W& Load Template ,, -] Aun Now _ _- ;

Name  top-application-categories
Description  Application Reports
Database  Application Statistics
[ scheduled

Time Frame Last 6 Hrs

Sort By Sessions ¥ | Top50
Group By None ¥  5Groups
Query Builder

Please type (or) add

8. Click OK to save the custom report.

Available Columns

App Container

¥ App Sub Category

App Technology
Application Name

Day

Selected Columns

~  App Category
‘ Sessions
(=] Bytes

S1p Oup ©

Filter Builder
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413 The Policies
This section of the GUI allows you to define all policies you need to configure in your firewall :

- Security rules

- Network Address Translation
- Application Override

- Authentication.

By default the Firewall is pre-configured by Proximus, including some security and NAT rules.
Those policies are displayed in orange and cannot be modified. Those standard policies do not
intervene in the customer’s traffic, but are there to ensure the basic functionalities of the firewall,
like access to the Explore network, or access to the management interface by the customer.

The customer can add his own access policies as needed, which will automatically be correctly
placed between the orange pre-defined Proximus policies.

The figure below illustrates an example of customer policies implemented in the firewall.

Explore Next Generation Firewall

x ACC Monitor Objects Network Device & conmit & @

8 Security
 NAT
[ Application Override:
& Authentication Name Tags Type Zone Address User HIP Profile Zone Address Hit Count La
(1 Alow_Bop Proxi intrazone  any 84 INSIDE peerin,.. any any (intrazone) 8§ INSIDE peerin.. 2183 20
5 OUTSIDE peer. & OUTSIDE p
2 Allow_Access_Interfa..} intrazone i inside any any any (intrazone) 8§ inside_interface 64 2
3 Allow_PANupdates m intrazone i) outside any any any (intrazone) any 37707 2
4 Deny_UnAuth_Acces... intrazone ¥ inside any any any (intrazone) §§ INSIDE peerin. 0
5 Deny_UnAuth Acces. m universal [ inside any any any 8 inside S, INSIDE peerin... 0
\ S fiaide S.QUTSITE peor /
6 Web_Access Customer universal [ inside any any any [iR) outside any 9831 20
(7 Teleworking_Access | Customer intrazone  fié outside any any any (intrazone) \, 1947822581 361 20
‘7 B @ 8  Teleworking_to_Inside  Customes universal | i Teleworking % 10.10.10.1-10.... g UserGrp_Loc.. | any {24 inside any 10 20
9 Teleworking_to_Outs.... Customey universal (i Teleworking | §§ 10.10.10.1-10.... any any {8 outside any 4841 20
15 - = m—— = = — ma— = m—ce= 2
Cusiomer (4) 69 11 interzone-default @ m interzone  any any any any any any 3499 ZDI
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414 The Object Section

Objects are the elements that enable you to construct, schedule, and search for policy rules and
Security Profiles provide threat protection in policy rules.

Addresses and Address groups: permit to define IP subnets, ranges or FQDN (which can be
grouped) to be used in a firewall policy

Applications (and Application groups/filters): this Next Generation firewall is provided with a
complete, constantly updated list of applications (provided and maintained by Palo Alto). In the
application page, you can find all the known application, which can be used to do next-generation
filtering. Used in a firewall policy, those applications permit more granular and precise filtering
than with the TCP/UDP port filtering generally available if previous-generation firewalls.

Using the search field, you can easily find the application you look for, and see all details,
dependencies etc. about it.

See below for a more detailed explanation on how to use applications, applications groups and
filters in your policies.

oo TS PR 0

1 generakinternet 1 internet-utiity 1 browser-hased 2 | 1 Tunnels Other Apps
1 Vulnerability
1 Widely used
Hame Tagged Category Subealegory Risk Technology Stendard Poris
0 speedtest generabintemet intemet-utity browser-based tp/80,8080

Application
Name:  speedtest Description: Name: speedtest Description:
Speedtest is an application that can be used by the users to test their Standard Ports: Speedtest is an application that can be used by
Standard ors: -t/ 808006043 intemet connectivity speed against hundreds of geographically s intemet connecivity speed against hundreds of
Depends on: flash, s, web-browsing, websocket dispersed servers around the world, At the end of each test, users are Depends on: flash, sg|, web-brawsing, websocket dispersed servers around the vorld. A¢ the end
presented with their download (the speed of data from the server to i presented vith their dovinload (the speed of da
Implicitly Uses: their computer) and upload (the speed of sending data from the user's Implicitly Uses: their computer) and upload (the speed of sendi
" computer to the server) bandwidth speeds. _ computer to the server) bandwidth speeds.
Deny Action:  drop-reset Deny Action:  drap-reset
Additional Information: \\kpedia Google Yaho! Additional Information:
Characteristics Options Characteristics Options
Evasive: no  Tunnels Other Applications: yes TCP Timeout (seconds): 3600 Customize.. Evasive: ng  Tunnels Other Applications: yes TCP Timeout (seconds): 3500
Emebve Bandwidth Use: pg Prone to Misuse: po TCP Half Closed (seconds): 120 Custorize.. Emhw Bandwidth Use: no Prone o Misuse: no TCP Half Closed (seconds): 120
Used by Mahware: 1o Wiely Used: yes TCP Time Wait (seconds): 15 Customize.. Used by Halware: 1o Widely Used: yes TCP Time Wait (seconds): 15
Capable of File Transfer: no AppID Enabed: (es Capable of File Transfer: no App D Enabled: s
Has Known Vulnerabilities: yes Has Known Vulnerabilities: yes
Classification Classification
Category: genera-intemet Category: generaintemet
Subcategory: - internet-utiity Subcategory: intemet-ufity
Technology:  browser-hased Technology:  browser-based
Rsc | Costomize.. Risk: 71
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The Services and Service Groups offer the possibility to configure TCP and/or UDP ports to match
in firewall policies, either in combination with application filtering (for example to limit an
application to certain ports), or in standalone if you do not want to filter at application level.

Tags is a feature available all over the firewall, which permits to refer to specific keywords (tags)
instead of the objects directly. It can be used with varied objects. As an example, with IP
addresses, you can create a dynamic address group that will contain all Addresses with the tag
“teleworking”, and use it in a firewall policy (see below screenshot).

Address Group

lame | all my teleworking addressed

Description

Type  Dynamic -

Match | ‘teleworking'

Mame Type
telewsrking static

RFC1918 static

BE®

Proximus static

E] Add Match Criteria
Tags

Each new Address that will receive the same tag will be automatically added to the Address
Group, as well as removing the tag from an Address will remove it from the group. That is a
powerful feature that we advise you to use where needed.

Note : it might require that you & Commit. your changes before the dynamic group is updated
with the actual objects matching the tag..

External dynamic list is an address object based on an imported list of IP addresses, URLs, or
domain names that you can use in policy rules to block or allow traffic. Proximus can eventually
populate that list if needed. With an active Promixus Advanced Security pack, Palo Alto
Networks® provides two Dynamic IP Lists: Palo Alto Networks - High risk IP addresses and Palo
Alto Networks - Known malicious IP addresses. The firewall receives daily updates for these
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feeds through antivirus content updates.

[F] palo Alto Networks - Tor exit IP Predefined 1P addresses supplied by multiple Palo Alto Networks - Tor exit IP
addresses roviders and validated with Palo Alto addresses
letworks threat intelligence data as

active Tor exit nodes. Traffic from Tor

exit nodes can serve a legitimate

purpose, however, is disproportionately

associated with malicious activity,

especially in enterprise environments.

[F] Palo Alto Networks - Bulletproof IP Predefined IP addresses that are provided by Palo Alto Networks - Bulletproof IP
addresses bulletproof hosting providers. Because addresses
bulletproof hosting providers place few,
if any, restrictions on content, attackers
can use these services to host and
distribute malicious, illegal, and
unethical material.

[F] Palo Alto Networks - High risk IP Predefined 1P addresses that have recently been Palo Alto Networks - High risk IP
addresses featured in threat activity advisories addresses
distributed by hlghAtrust organizations.
However, Palo Alto Networks does not
have direct evidence of maliciousness
for these IP addresses.

[F] palo Alto Networks - Known malicious Predefined 1P addresses that are currently used Palo Alto Networks - Known malicious
IP addresses almost exclusively by malicious actors IP addresses
for malware distribution, command-
and-control, and for launching various
attacks.

Custom Objects are related to the advanced security features and are configured by Proximus,
with the exception of URL category. They are meant to be use in conjonction with their
corresponding security profiles (see below).

Security Profiles contains all advanced security included in the Promixus Advanced Security
pack. For every feature, there is one or more default profile that cannot be changed or deleted
and is part of the Palo Alto default configuration, and a Proximus-default (in orange) that can
be used, but not modified as well.

In order to create your own profile, you can either create if from scratch, or an existing
one. The newly created object can then be freely configured as you need, and then referred in
security policies.

URL Filtering Profile (O]

Hame  Sec_Prof_UF_PXM-Clane
Description

Categories | Overrides | URL Filtering Settings = User Credential Detection  HTTP Header Insertion

[F] abortion allow allow
T [ abused-drugs block black
[ adutt block block
[¥] slcohal-and-tobacco ‘m |+ | aliow
O] auctions | alert allow
[7] business-and-economy laﬂww allow
[F] command-and-contrel block block
[T computer-and-internet-info ‘m,m,,.,g allow
[0 content-delivery-networks overide allow .
* indicates 2 cusmm URL earegory, + indicates exremal dynarmic hse

Check URL Category

C =D
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51

The Device Section

This section details several elements related to the device configuration globally, including :
- Setup
o Content-ID tab
Use the Content-ID™ tab to define settings for URL filtering, data protection, and
container pages.
- Response pages configuration & customisation: Response pages are used in several
situations, like URL filtering, Teleworking etc. You can upload a customized version of
each page, or consult the details of the page in-use.

- Local User database can be use to authenticate users before they are allowed through
the firewall (Teleworking or User[D™).

- Global Protect Client show the version of Teleworking client proposed on the
Teleworking portal (maintained by Proximus)

- Dynamic updates gives you and information about the different subscriptions updates,
with a status, schedule information and release notes. (maintained by Proximus).

- Licenses : on this page you can see the status of the different licenses installed on the
firewall. Proximus has the charge to update and maintain all licenses related to the
package you have bought. The amount of licenses depend on the options active on the
product.

Change handling with customer’s specific
access rights

General: Commit configuration changes in the
firewall

In this guide, you will learn how to use the user interface to configure most Next Generation
Firewall settings and parameters. Please note that the configuration changes made using this
interface do not take effect immediately. To apply any configuration change you must click on the
commit button located at the top right of the WEB interface.

This applies to all updates in the firewall configuration.

x ACC Monitor Policies Objects Network
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53

General: help pages

The firewall ships with contextual help, that can be useful if you seek more details about certain
options. Seek for the help icon, present in most of the configuration pages to access the help
pages.

%]

Threat
Exceptions

Exception

Configuration of a Security Policy.

This is probably the main configuration you might need to implement on the firewall.

By default Proximus configure a set of default policies that you can see on the policy section of
the GUI : (read only policies). These policies are not influencing the customer traffic, but rather
ensure basic connectivity is always present in & trhough the firewall at all times. In other words,

those policies will NOT be involved in your traffic management.

Those policies could not be modified or deleted by the customer. But you can add your own
security policies to control the traffic that will traverse your network.
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‘Explore Next Generation Firewall

x ACC Monitor Policies Objects Device
B Security
& NAT
Application Override
Authentication tiame Tags Type Zone Address User HIP profile Senvice
s
10
1
13 | Blocked High Risk ap lm interzone [ any any any any 3 application-d.
== s
= [ general-inter.
Puhcy(lpn‘mizm - [ go0d peer-to.
o 4pp Specified o [ media truste
=3 netwarking t
more.
interzone  [EECT T any any an an any 3 application-d..
ihtrazone sy any atly any (intrazone) any aiy e
interzone  any any any any any any any any

In order to provide a basic access to Internet to the customer from the beginning, Proximus pre-
provision a “Default_Web_Access” policy allowing a set of common and standrad applications ¢
from the internal network to Internet, along with a standard NAT rule. This policy should be
adapted or even replaced by the customer in order to satisfy his internet access requirements.
The NAT rule, on the other hand, cannot be removed, but can be overwritten by other NAT rules.
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If the customer subscribes to the” Advanced Security” service, a set of security profiles are applied
to this policy in order to protect the customer from malicious traffic ( virus, malware, spyware...).
See section 4.1.4 The Object Section for more details about the customization of security profiles.

Security Policy Rule ®
General | Source | User | Destination | Application | Service/URL Category | Actions | Usage
Action Setting Log Setting
Action | Allow v [ Log at session start
= ahle W Log at Session End
Profile Setang Log Forwarding | PXS_base_policies_telemetry v
Profile Type | Profiles b Other Settings
Antivirus | Sec_Prof_AV_PXM v Schedule | None »
Vulnerability | Sec_Prof VP_PxM - QoS Marking | None -
Protection =
[_] pisable Server Response Inspection
Anti-Spyware  Sec_Prof_AS_PXM v
URL Filtering | Sec_Prof UF_PXM >
File Blocking | None >
Data Filtering  Mone >,
WildFire Analysis | Sec_Prof_WA_PXM v

What does “Next Generation” mean ?

This Next Generation firewall allows you to specify security policies based on accurate
identification of each application that will traverse your network. Unlike traditional firewalls that
identify applications only by protocol and port number, the Next Generation Firewall uses packet
inspection and a library of application signatures to distinguish between applications that have the
same protocol and port and to identify potentially malicious applications that use nonstandard
ports.

To safely enable the use of applications, maintain complete visibility and control, and protect the
organization from the latest cyber threat, you can define security policies for specific applications
or application groups rather than use a single policy for all port TCP 80 connections for example.
For each identified application, you can specify a security policy to block or allow traffic based on
the source and destination zones and addresses (IPv4 and IPv6). Each security policy can also
specify security profiles to protect against viruses, spyware, and other threats.

Security policies reference security zones and enable you to allow, restrict, and track traffic on
your network based on the application, user or user group, and service (port and protocol).

Note: though this is not the advised way, it is still possible to fall back on the “classical” TCP/UDP
port filtering instead of using the application-based filtering. To do so, simply enable all
applications in your policy and specify the TCP/UDP ports to filter in the “Service/URL
Category” tab.
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532 How to create a security policy ?

STEP O: Create all necessary objects you will require in your policy in the
Objects tab.

Note: In most cases, the system will permit you to create also objects “on the fly” directly inside
the policy, but we strongly suggest that you create the necessary objects before creating the
policy, as it will ease their organization, especially when there are a big amount of them.

STEP 1. On the Firewall GUI click the policy tab and select « security ». See
figure below. And add a security rule.

- Select Policies > Security and click Add.

Explore Next Genreration Firewall

x ACC Moniter m Objects Device
Security
2 NaT
Application Override
& authentication Hame Togs Type Zone Address User HIP Profile Zone Address Application Service

terz [+ ins r 3% application-d
interzone [T any any any . b application-d.
(5 general-inter
[ cood peer-to.
[ media truste...
[ networking £
| [Poficy Optimizer - sl
3o Agp specified 0 more..
[ Unused 2pps 1] 15 4 R swplcaton-d

= 4/ Rule Usage
E uses

used in 90 days 15
interzone any any any any any any any any

- [l VeewRulebase as Groups

| ] = Dclete @ Clone @ Enable @ Dissble Move - | BisPOF/CSV [l Highlight Unused Rules | Reset Rule Hit Counter =

STEP 2: Define the policy name and type of rule.

- Enter a descriptive Name for the rule in the General tab.
- Selecta Rule Type. (keep the default value)
- (optional) add one of more Tags related to the policy
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Security Policy Rule

General Application | Service/URL Category

Name Web_Access
Rule Type universal (default) I

Description  This policy provide basic access to internet

Tags | mnternet v

STEP 3: Define the matching criteria for the source fields in the packet.

- Inthe Source tab, select a Source Zone. The zones are:

o Inside (Explore side): This is the trust zone where all your Explore connections
are located

o Qutside (Internet side): This zone is the untrust zone (the internet)

o Athird zone (Teleworking) is defined if the customer has subcribed to the
Telewoking service: all traffic from/to the remote users (Teleworkers) will be in
relationship with that zone.

- Specify one or more Source IP Address (or address group) or leave the value set to any.
- Specify a Source User or leave the value set to any.

Security Policy Rule

Service/URL Category

Wy B any
| source Zone [l | source Address
[ g inside

D B i 2

|| Negate
o
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STEP 4: Define the matching criteria for the destination fields in the packet.

- Inthe Destination tab, set the Destination Zone.
- Specify a Destination IP Address or leave the value set to any

Security Policy Rule

Service/URL Category | Actions

Destination

selecl & Any
| Destination Zone .‘ Destination Address
[} [ outside

Bad B0 Sra B

|_| Negate

STEP5: Specify the application the rule will allow or block.

As a best practice, always use application-based security policy rules instead of port based rules
and always set the Service to application-default unless you are using a more restrictive list of
ports than the standard ports for an application.
- In the Applications tab, Add the Application to safely enable. You can select multiple
applications, or use application groups or application filters.
- Inthe Service/URL Category tab, keep the service set to application-default to ensure that
any applications permitted by the rule are only allowed on their standard ports.

Proximus SA company of Belgian Public Law, exercising its activities under the commercial name Proximus, located in
Bd. du Roi Albert Il 27, B-1030 Brussels, Belgium, VAT BE 0202.239.951, Brussels Register of Legal Entities, Giro BESO 0001 7100 3118

Page 27 of 60



Prozdimus

Segurity Policy Rule

Application | Service/URL Category | Actions

W Ay

M| Applications

] ssl

U' web-browsing
[ & ping

1 g dns

¥ & traceroute

Add D Delete

STEP 7: Define what action you want the firewall to take for traffic that
matches the rule

Allow— (default) Allows the matched traffic.

Deny—Blocks matched traffic and enforces the default Deny Action defined for the application
that is denied. To view the deny action defined by default for an application, view the application
details (Objects > Applications).

Because the default deny action varies by application, the firewall could block the session and
send a reset for one application while it silently drops the session for another application.
Drop—Silently drops the application. A TCP reset is not sent to the host or application.

Reset client—Sends a TCP reset to the client-side device.

Reset server—Sends a TCP reset to the server-side device.

Reset both—Sends a TCP reset to both the client-side and server-side devices.

Security Policy Rule

Service/URL Category | Actions

Action Setting Log Setting
Action | Allow |+ | Log at Session Start
Deny [V Log at Session End
Allowr di
Log Forwardin o]
i og d  MNone
Reset client Other Settings
- Reset server
Profile Setting
Reset both client and server S L =
Profile Type "None - QoS Marking | None b

| Disable Server Response Inspection
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STEP 8 (optional): Configure Log settings.
- select the moment where a log entry should be written (start or end or both).
Note: unless — at least — one is selected, no log will be written for that specific policy, so
no reporting or troubleshooting will be possible on such traffic.
- By default, log settings are set to “log at Session End”, which is fine for most traffic.

- LogForwarding: please leave this setting to the default value, as is will permit Proximus
to receive a copy of the logs, which are used for support and global traffic analysis for
eventual security actions we can take to protect all our customers from some threats.

Security Policy Rule

Service/URL Category | Actions

Action Setting

Action | allow v [| Log at Session Start
| Send ICMFP Linreachahbls |Z Log at Session End
Log Forwarding | default -
Other Settings
Profile Setting Schedule | None -
Profile Type | None v QoS Marking | None S

D Disable Server Response Inspection
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STEP 9: Attach security profiles to enable the firewall to scan all allowed traffic
for threats.
(Only for customers who subscribe to the advanced security service)

- Inthe Actions tab, select Profiles from the Profile Type drop-down and then select the
individual security profiles to attach to the rule (Proximus default or customized
version).
see section 5.1.3 How to create security profiles? for more information about how to
create customized security profiles

Note: Proximus does not implement File Blocking and Data Filtering features in his
managed product.

Security Policy Rule

[] Log at Session Start
| sand 1CMP Unreachable |z Log at Sessien End
oo Log Forwarding defaglt 1
Profile Type | Profiles w Other Settings
Antivirus | Sec_Prof_ay_PXM b Schedule Mons b
vulnerability | Sec_Prof_VP_PXM - QoS Marking | None >
Protection
D Disable Server Response Inspection
Anti-Spyware | Sec_Prof_AS_PXM v
URL Filtering | Sec_Prof_UF_PXM by
File Blocking | Mone o
Data Filtering  None bt
WildFire Analysis | Sec_Prof_Wwa_PxM
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STEP 10 Save the policy rule to the running configuration on the firewall.

- & commit your changes (you can add a description on the changes for easier tracing)

Doing a commit will the running config with the commit scope.
(®) Commit All Changes () Commit Changes Made By:(1) idl
Commit Scope | Location Type
policy-and-objects

5, Preview Changes % Change Summary =%, Validate Commit M Group By Location Type

thanges i fogin admin's accassble domsin,

Once the policy is created, the policy usage enables you to validate rule additions and rule
changes and to monitor the time frame when a rule was used

Security Policy Rule

Basics Applications
Rule Created 2021-04-21 14:42:29 Applications Seen 92
Last Edited 2021-04-21 14:42:24 Last App Seen 0 days ago
Activity % Compare Applications & Applications Seen
Hit Count 2133493808 Traffic (past 30 days)
First Hit 377 days ago Bytes 276.4G
2021-04-21 14:42:24
Last Hit 0 days age
2022-05-03 16:07:13

The Policy Optimizer feature enables you to gain visibility into and control usage of security
policy rules. This feature idenifies rules configured with unused applications or port-based rules
for example. It helps you analyze rule characteristics and prioritize which rules to adapt or clean
up.
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‘Explore Next Generation Firswall
—_—
x ACC Monitor Palicies Objects Device
B8 Security
3 NAT
Application Override
& Authentication Harie: Tags Type Zone Address User HIP Profile Zone Address Application
5 Allow_in-band_services [T LECIUNN o outsic: RN any any (intrazone) any dns
ntp
paloalto-uj
paloalto-w
pan-db-cle
ping
ssl
6 | Deny_unuth acces... [T intrazone any any any T INSIDE_peei [E0Y
7 | Deny_UnAuth_Acces universal any any any T INSIDE_peeri [Cul
T OUTSIDE_pe
3 an == =
3 any any any
10 ne a =
Policy Optimizer ]
(3 tio App specified 1
[ Unused Apps 1 053 | i od v . — . o
=/ Rule Usage
S Unused 36 days a | 13 | Blocked High Risk ap... nane interzone any any an EEEa - 5 high risk
nused in 90 days 8 B proxy byp:
[Eunused 7 | 14 Default Web access - none interzone. any any any Erma - [ business-s
[ collaborati

Proximus can support you in order to optimize your security policy rules and strength your
security posture by reducing the attack surface.
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533 Special case : IPSec rules

IPSec termination points are located in a specific zone (Local), and use a dedicated virtual router
(or VR) inside the firewall.

Proximus NGFW

-
195.13.0.0/29

Explore VPN

! 3 | 5
3 4 ~NO
] dynamic roufe exchange o T : - : T
| I I
f [

VAL S T T 1

N IPSec gatepvay device

clear text traffic

e
clear text traffic

As a consequence, 2 sets of access rules must be foreseen:

1. Forthe encrypted traffic flowing from zone “outside” to zone “local”. Typically,
that rule should be configured with
» Asboth source and destination zones “outside” and “local”
» Asboth source and destinations addresses the local public IP address
used for this peering and the remote IP address (or FQDN).

» if the remote Peer’s IP address is a dynamic IP address, you will have
to allow any source from the “outside” zone. That might require to
organize the rules differently (by separating flows by direction) in
order to have the most precise rule

» As application select the “ipsec” built-in application group, that contains
normally all required standard IPSec-related protocols to allow
through:

ipsec
ERike
\pse(-ah
ERipsecesp
ERipsec-esp-udp

LN U AR

2. Asecond set or rules must be created to allow the clear-text traffic from/to the
IPSec tunnel. The IP and service/port details of those rules depend on the
nature of the traffic, but make sure that both the zones “inside” and “local” are
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534

mentioned in the allowed source and/or destination zones in all concerned
firewall policies.

» Technically, the firewall perceives traffic crossing 2 distinct virtual-routers as
separated flows. Therefore, the session table will always contain 2 entries for
the concerned traffic, and firewall rules must also be configured accordingly.
At least one of the sessions is always a intra-zone traffic (either inside-inside or

local-local).
Example:
MName Zone Address Zone Address Application
To_from_IPse R insids ote ad... an
Fi local

How to create custom Security Profiles ?

By security profiles, we are referring to all security features we can implement on top of the
standard firewall inspection. ANGFW is able to analyze the content of the packets over the life of
a session in order to detect and block malicious or illegitimate traffic. Security profiles are objects
that allow to configure those advanced features. They represent additional security checks to be
performed on allowed network traffic. So they provide a more granular control over allowed
traffic. Security Profiles implement therefore additional security checks on allowed traffic.

The Proximus Managed Next Generation Firewall offers several types of Security Profiles:

e Antivirus
o Detects infected files being transferred with the application
e Anti-Spyware
o0 Detects spyware donwloads and traffic from already installed spyware.
¢ Vulnerability protection (IPS)
o Detects attempts to exploit known software vulnerabilities.
o URLfiltering
o Classifies and controls web browsing based on content
¢  Wildfire Analysis (Cloud base malware analysis)
o Forward unknown files to the Wildfire service for malware analysis

As best practices, it is recommended to implement the Proximus pre-defined default security
profiles. These default security profiles are applied to the standard initial configuration and follow
this naming convention: Sec_ Prof_xx_PXM Where “xx” is replaced by the profile type (AV for
Antivirus, VP for Vulnerability protection etc.).

Note: by default, there is also a built-in profile for most security feature, that is part of the PanOS
system and cannot be removed or changed (below in white). We advise not to use them, but
prefer the Proximus version (in orange), as we can update those profiles to adapt to new threats,
and if used in a policy, apply new protection automatically to all our managed customers.
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Pi3

Explore Next Generation Frewall

& antivirus
) ant Spyware
[a8 vulnerabilty Protection
(@ URL Filtering
B widFire Analysis

[ Schedules.

Configuration steps for a customized profile

Alert Categories (0)
Continue Categories (0)
Block Categories (10)
Override Categories (0)

ACC Monitor Policies Device
54 addresses
2 EJ ane e sk it prr——— Ao T TE—
[ aspiication Groups [ defauit Predefined block Allow Categories (57) Alow Categories (58)
5 Applicaton Fiters At Categores (1) At Categores (1)
3 Services Continue Categories (0) Continue Categories (0)
(B service Groups Block Categories (10) Block Categories (0)
e Override Categories (0)
& External Dynamic Lists [E] sec_prof_ ur_pav-s block Allow Categories (58) Alow Categories (58)
v (B custom Objects Hert Categories (0) Alert Categories (0)
1 spvvare Continue Categories (0) Continue Categoris (0)
9 vunerabiey Block Categories (10 Block Categoris (10)
Py s Override Categories (0)
E] Sec_prof UF_FXM Panorama block Allow Categaris (58) Alow Categories (58)

Alert Categories (0)
Continue Categories (0)
Block Categories (10)

In case you need to modify the standard configuration proposed by Proximus, here are the steps

to follow.

The below procedure takes URL filtering as example, but you can easily adapt to any other type

of profile:
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STEP 1. Clone the Proximus standard profile

@ Clone
From the correct profile type (left panel), select the Proximus standard profile and hit -

v [ custom Objects -
D Spyware
@ Vulnerability
[BURL category
¥ (& Security Profiles Sec Prof UF PXM
@ Antivirus ——

@ Anti-Spyware e
@ Vulnerability Protection
[ @ URL Filtering
[, wildFire Analysis
[EIE] Authentication
[E Schedules

Panorama

Aod @)D=

@ Clone  Eps POF/CSV

A pop-up windows will appear informing you of the name of the future profile. Itis

recommended to uncheck the “Error out on first detected error in validation” checkbox as it can,
in some rare cases, cause issues in the cloning process.

Sec_Prof_UF_PXM

| [ Err fr out on first detected eror in validation
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STEPZ: adapt the profile as needed

Select the newly created profile and modify what you need into it. You shall also provide it an
easy-to-recall name.. once finished, click “OK”

URL Filtering Profile ®

Mame  my own URL filtering

Description

Categories  Overrides  URL Filtering Sefiings  User Credential Detection  HTTP Header Insertion

L} 68 Hems (]
User Credential
Submission

[ abortion allow allow -

[ abused-drugs block block

] adult block block

[ alcohal-and-tobacco allow allow

[F] auctions allows allow

business-and-economy [allov] v | allow

[[] tommand-and-contral alert block

[Tl computer-and-internat-infa allows allow

[ content-delivery-networks block allow =

= indicates = custom URL categary, + indicstes edteemal dynamic list continue .

Check URL Category g

STEP3: assign the profile to a security policy

Security Policy Rule

Action Setting Log Setting
Action | Aflow |» [ 1 Log at Session Start
Send ICMP Unreachable [ Log at Session End
i i Log Forwarding | default b4
Profile Type Profiles - Other Settings
Antivirus | My own AV [ Schedule Nonz |+
Vulnerability | Sec_prof_vp_pxm = QoS Marking | None 2o
Protection
) ["] Disable server Response Inspection

Anki-5pyware | Sec_Prof_AS_PXM o g
| URL Fiterg | TN [~
—ﬁé’m‘ﬁone .of
Data Filtering  Mone -
WildFire Analysis | Sec_Prof_Wa_PXM [+

STEP4: commit your changes
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5342 Possible Actions per Security Profile

Action

Description

Antivirus
Profile

Anti-
Spyware
profile

Vulnerability
Protection
Profile

Custom
Object—
Spyware and
Vulnerability

URL
filtering
profile

Default

Takes the default
action that is specified
internally for each
threat signature.

For antivirus profiles,
it takes the default
action for the virus
signature.

Allow

Permits the
application traffic.

Alert

Generates an alert for
each application traffic
flow. The alert is saved
in the threat log.

Drop

Drops the application
traffic.

Reset
Client

For TCP, resets the
client-side connection.

For UDP, the
connection is dropped

Reset
Server

For TCP, resets the
server-side
connection.

For UDP, the
connection is dropped
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Bd. du Roi Albert Il 27, B-1030 Brussels, Belgium, VAT BE 0202.239.951, Brussels Register of Legal Entities, Giro BESO 0001 7100 3118

Page 38 of 60




Prozdimus

Reset For TCP, resets the
Both connection on both
client and server ends.

For UDP, the
connection is dropped

Block Blocks access to the
web site. If the Site
Access to a URL
category is set to
block, the User
Credential Submission
permissions is
automatically also set
to block.

Continue | Displays a page to
users that to warn
them against
continuing to access
the page. To access
the web site, the user
must click Continue.

Override | Displays a response
page that prompts the
user to enter a valid
password in order to
gain access to the site.
Configure URL Admin
Override settings
(Device > Setup >
Content ID) to manage
password and other
override settings.

For more information about the different custom elements on each profile, please consult the

Help
contextual ®
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5343 URL Filtering details

e If youwant to find the category of a website, you can use this link :
https://urlfiltering.paloaltonetworks.com/

note: also accessible from the URL filtering configuration page

URL Filtering Profile ®

Name | my own URL filtering |

Description

Categories  Overrides  URL Filtering Settings  User Credential Detection  HTTP Header Insertion

User Credential
Submission

[F] abortion allowe allow -

[C] abused-drugs black block

[E] aduk black block

[F] alcohol-and-tobacca allow allow

[F] auctions allowe allow

[F] business-and-economy allowr allow

[F] command-and-control black block

[F] computer-and-internet-infa allowr allow

[C] content-delivery-networl allow allow

* mcicates & nustom LiRL catd®, - indicstes examal dynamic st

Check URL Category

e The complete list the categories of the PAN-DB URL filtering:
https://knowledgebase.paloaltonetworks.com/KCSArticleDetail ?id=kA10g000000C
m5hCAC

e More details about configuring URL filtering: https://docs.paloaltonetworks.com/pan-
0s/8-1/pan-os-admin/url-filtering

. For more information about the different custom elements on URL Filtering, please consult the

Help
contextual ®
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54 Configuration of a NAT Policy.

541 Palo Alto NAT implementation and theory

https://docs.paloaltonetworks.com/pan-o0s/8-1/pan-os-admin/networking/nat/configure-
nat

Flow Logic of the Next-Generation Firewall

Session Setup

Does
traffic match Zone Forwarding Destination Security

to an existing | [T S;::;e and/or DoS Lookup Zone Policy Check
ion? Protection PBF lus DNAT (App-ID
session? (EEL) Pl ignored)

Inspection and Enforcement

App D [—

RCVBRDY ENFORCEMENT | Forward
Decrypt \
Content-ID Polic;‘, Security Profiles \ S
Yes (Re-encrypt if decrypted)

*Policy check relies on pre-NAT IP addresses

Network Address Translation is, in Palo Alto Firewalls, separated from the firewall filtering rules.
Therefore, itis important to understand the firewall's flow logic to correctly define your Firewall
policies to use NATIVE or NATted addresses..

NAT rules are based on source and destination zones, source and destination addresses, and
application service (such as HTTP). Like security policies, NAT policy rules are compared against
incoming traffic in sequence, and the first rule that matches the traffic is applied.

It is then important to organize your NAT rules from the more specific to the less specific, in
order to correctly match the traffic.

Note: a default NAT rule is implemented by default by the Proximus templates in order to
provide internet access by default. Itis of type Dynaminc IP and Port, and matches RFC1918
ranges + FW INSIDE interface range (for testing purposes). This rule should be enough for most
needs for what concerns internet access, but if you need something more specific, note that it
will always be placed AFTER your own NAT rules, so basically it won't interfere with your own
NAT implementations because your rules will always match the traffic first.
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FW Session Setup/ FW FastPath
Slowpath

Get epress interface/1one

L3; routa lookup
LI FDB foakugp
8t

NAT Palicy lockup

{if DST AT present, doa L2-4 Firewall processing 5
a2 forwarding icokup to get Apply NAT action =
final/razl Egress intffzons)

Firewall Policy lookup

Forwarding/Egress

{allow) ?

Creste new . session

1Packet enters the firewall.

2.In case a session does not exist yet (generally the case for a new config)

3. NAT is inspected for route lookup, but NOT applied - this is important in the case of a static 4.
NAT entry! See TYPICAL STATIC NAT FROM INTERNET TO SERVERS example

4. the Firewall Policies are checked

5.NAT is applied to the packet

6. Packet is forwarded

For a complete overview of the firewall's packet processing logic: Day Life of a Packet (Palo Alto
KB) (scheme also available in hi-res)
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542 Typical internet access rule (dipp/napt)

- Goto Policies > NAT > and create a new NAT policy.

Inside the General tab, enter
- Aunique name
- Adescription
- Oneor more tags
- Setthe NAT type to IPv4 (default)

| Explore Next Generation Firewall

‘ x Dashboard

ACC

Monitor Policies 1 Objects Netwark Device

NAT Policy Rule

Mame | DIPP1

Description | Source Nat with CGynamic IP and Port translation

Tags

NAT Type'|

In the Original Packet tab, provide
- Asource Zone (typically Inside)
- ADestination Zone (typically Outside)
- (optional) One or more source addresses (IP, subnet or pool) that will match the NAT
rule

NAT Policy Rule

Original Packet | Transiated Packet

W Ay Destination Zone % Any

| teid -
|.[Sw.u1:e Zone U e - |-| Diestination Address

. fﬁ] inside o

Destination Interface

any w
Service
any b

3 Add @ Delete
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In the Translated Packet tab, provide
- The Source Address Translation type = Dynamic IP and Port.
(leave the Destination Address Translation untouched)

Source Address Translation Destination Address Translation

Translation Type | Dynamic IP And Port v Translation Type None v

LR rransiated Addresd |-

H ed Addr Translated Address

| Interface Address

[HEE

C =S

Typel Translated Address : if using an IPPack address
Add at least 1 IP address in the list, which can be and Address or Address group object
created previously.
- Each entry in the list will be used by the NAT rule sequentially. See below more
information about the NAT oversubscription
- Those addresses must be routed to the Outside peers for the NAT to work

MAT Policy Rule
Translated Packet

Source Address Translation Destination Address Translation
Translation Type' | Dynamic IP And Port - Translation Type None -

Address Type Translated Address b

E| Tranclated Address

B \

0 Add @ Delete
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Type2: Interface Address : if using the IPWAN address
- Only the loopback.100 can be used for NAT
Do NOT use interfaces ethernetl/1 or ethernetl/2 as NAT address

NAT Policy Rule

Translated Packet

Source Address Translation Destination Address Translation
Translation Type | Dynamic IP And Port - Translation Type | None
Address Type | Interface Address ‘-— -

Interface | loopback.100 uf

1P Address  194,78.225,94/32

Note: by default, the NAT oversubscription rate differs depending on the VM model. The NAT
Oversubscription is the number of times that the same translated IP and port pair can be used
concurrently.

2 Commit

Do not forget to your changes !

543 Typical static nat from internet to servers

Static NAT rules do not have precedence over other forms of NAT. Therefore, for static NAT to
work, the static NAT rules must be above all other NAT rules in the list on the firewall.

- Goto Policies > NAT > and create a new NAT policy.
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Inside the General tab, enter
- Aunique name
- Adescription
- Oneor more tags
- Setthe NAT type to IPv4 (default)

| Exglore et Generation F

‘ x Dashboard ACC Monitar _Puli_riias_] Objects Netwark Device

NAT Policy Rule

Name | static

Description  make my internal server reachable

NAT Type | ipvd

Tags

In the Original Packet tab, provide
1. The same Source Zone and Destination Zone (typically Outside)
2. The Internet service of your server, otherwise ALL incoming connections will be
translated.
3. The Internet address of your server. Thisis the public address used to reach your server
from the outside world (can be member of an IPPack or the WAN IP).

NAT Policy Rule

Original Packet | Translated Packet
Destination Zone

outside |w

’- F |H Destination Address
[T gz outsitle H - [C] %§ 194.78.225.94
jDesﬁnaﬁon Interface e

any v

Service
sernvice-http

Add G Delete
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In the Translated Packet tab, provide
- The Destination Address Translation type = Static IP
- (optional) specify a port or a range or ports. If no port is specified, the original port will
be used.
(leave the Source Address Translation untouched)

MNAT Policy Rule

Translated Packet

Source Address Translation Destination Address Translation
Translation Type | Mone - o Translation Type | Static IP b

Translated Address internal sarver 10.0.0.11 i

Translated Port | 80

Note: your Firewall policy rules will apply to the real destination zone, but as destination the
Public IP address (and port, if translated) of the server, not the internal IP. Review PALO ALTO

NAT IMPLEMENTATION AND THEORY for more explanations on the reasons.

Example:

plication Action
web-browsing & allow

Mame Address

BB S 1047822504

100 | access to my server

2 Commit

Do not forget to your changes
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6.1

STEP 1: add users

Select Device > Local user Database > Users. And then select the Add or Clone in the
bottom of the page.

[ setup

Teleworking (Global Protect)

Customer subscribing to this service can provide a remote access to theirs users. The service is
proposed with 2 flavors: Local Authentication and Authentication using Active Directory Services

The Local Authentication is sold per pack of 5 consecutive users, which usernames and
passwords must be configured in the firewall for authentication.

The Active Directory relies on AD (LDAP) configuration between the firewall and the AD server
of the customer in order to allow access to the Teleworking service. There is no limit in
consecutive users in this case. This flavour is not part of the self-managed package and must be
configured with the help of an Explore engineer.

How to define users and passwords on the NGFW

Exolore Mext Generatian Firencll

ACG Monitar  Policies  Objects  Network (ST 5 Gommt & (@ coniig~ Q Seerch

vige

g
& certificares

 cernficare profile
#OCSF Responder

paces
¥ Ell ccal User Datanase
S users
5 User Groups.
@ GlokziProtsct Client
@oynamic Updates
. Licenzes

=
I

(7] name

serl

user2

Location Enabled
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¢ Give a name to the user and click OK

Explore Next Generation Firewall

x ACC Monitor

Policies Objects Network

14 Setup

¥ I§= Certificate Management
& certificates L} Name Location
&5 Certificate Profile
§90CSP Responder

& SSL/TLS Service Profile

\3 Response Pages
¥ [ Local User Database
8 users
& user Groups Local User
& GlobalProtect Client
4 Dynamic Updates fes users
Licenses Mode (®) password () Password Hash

Password ssees

LOMMNIM Password  eseee

|/ Enable

Note: Proximus enforce certain rules for password definition. If your password
does not satisfy those rules you can receive an error message as follow:

Lagalll Qperation Failed

Invalid Password.

Password requirements are:
minimum length=8

minimum upper case letters=1
minimum lower case letters=1

minimum numeric letters=1
minimum special case letters=1
username inclusion (including reversed) is not allowed.

e Add other users as needed.
You can configure as many users as needed but remember that the amount of
consecutive connections depends on your subscription at Proximus (packs of 5).
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STEP 2: add the users to the predefined group

Select Device > Local user Database > User Groups. There is already a predefined group in

L]
which the customer needs to add their users: UserGrp_Local_TWK

Explore Next Generation Firewall

x ACC Monitor Policies Objects Network Device

18 setup
¥ =) Certificate Management -
G certificates Loation
&2 Certificate Profile Use cal_TWK @
§%0CsP Responder
5 SSL/TLS Service Profile
{5 scer
[ Respanse pages -
v Fl8 Local user Database Local User Group
B users
B user Groups
&, Globatprotect Client All Local Users
userl
[ user2

Local Users
userl

user2.

Name | UserGrp_Local TWK |

& Dynamic Updates
Licenses

STEP 3: commit your changes

Proximus SA company of Belgian Public Law, exercising its activities under the commercial name Proximus, located in
Bd. du Roi Albert Il 27, B-1030 Brussels, Belgium, VAT BE 0202.239.951, Brussels Register of Legal Entities, Giro BESO 0001 7100 3118

Page 50 of 60



Prozdimus

62 Installation of the client software

Global Protect requires a client software to be installed in order to establish the connectivity the
firewall. This must be achieved once for every device (and requires administrative rights to do
so). There are several ways to install the software, depending on the Operating System you will
be using.

Android, (Apple) IOS or Windows Mobile: you must download the app from the
corresponding app store.

Example with Android
1335 & § e =8l 53% .

3 Q

% GlobalProtect

Palo Alto Networks

3,3% 100 k ou plus
905 avis Téléchargement PEGI3 ®
s

Installer
P e

A propos de I'appli >

Connectez-vous a GlobalProtect passerelle sur Palo
Alto Networks Platform

Professionnel

Notes et avis @ >

A A 5o
1] O <
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Windows & MAC: you may connect to the firewall portal to download the app. Follow below
instructions:

e Launch a web browser and connect to the portal.
The URL to use for the first connection into the portal will be provided by Proximus if
you subscribed to this service. The format is
https://<cust_shortname>..teleworking.proximus.com (replace <cust_shortname> by
the name provided for your Explore contract).

Note : The supported browsers could be found on the following link.

https://docs.paloaltonetworks.com/globalprotect/8-1/globalprotect-
admin/globalprotect-clientless-vpn/supported-technologies#

e Onthe portal login page, enter your username and password and then click LOG IN.

paloalto

NETWORKS®

GlobalProtect Portal

Username |

Password [

e After the authentication of the user, it will be asked to download and install the Global
Protect agent. (Windows and MAC).

To begin the download, click the software link that corresponds to the operating system
running on your computer. If you are not sure whether the operating system is 32-bit or
64-bit, ask your system administrator before you proceed.

paloalto

NETWORKS

GlobalProtect Portal

Download Windows 32 bit GlobalProtect agen

Download Windc bit GlobalProtect a

Windows 32 bit OS needs to download
and install Windows 32 bit GlobalProtect
agent

Windows 64 bit OS needs to download
and install Windows 64 bit GlobalProtect
agent.

Mac OS needs to download and install
Mac 32/64 bit GlobalProtect agent.
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e Follow the following steps for the installation of the agent.
+ Open the software installation file.
+ When prompted, Run the software.
+ When prompted again, Run the GlobalProtect Setup Wizard.

45 GlobalProtect — X
Woelcome to the GlobalProtect Setup Wizard Uk
paloallo

The installer will guide you through the steps required to install GlobalPratect ¥3.1.4 on pour
computer,

WARNING: This computer pragram is protected by copyright law and international treaties.
Unauthorized duplication or distribution of this program, or any portion of &, may result in severe civil
or criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel < Back

agent.
Mac OS needs to download and install

ﬁ GlobalProtect = %
Select Installation Folder .,’]:"
paloalto

The installer will install GlobalPratect to the following folder.

To install in this folder. click "Next". To install to a different folder, enter it below or click "Browse",

Folder.
C:A\Program Files\Palo Alto Networks\GlobalProtect', Browse...

Disk Cost...

Coes | [ <ok

agent.
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| :ﬂGlcbaIProtect - x
Confirm Installation m
palo

The installer is ready to install GlobalProtect on your computer.

Click "Next" to start the installation.

o | | conk

agent.

sa ~ 5 ' ' ' (e _ua_m

+  Allow the application changes to your device. Administrator privileges are
required to install the Global Protect client for the first time.

User Aceount Contral

Do you want to allow this app to make
changes to your device?

_I_ 401e1bb.msi

Verified pubdisher: Palo Alto Networks
File origin: Hard drive on this computer

>how more detalls
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(348 GlobalProtect — X

Installation Complete m
paloallo

GlobalProtect has been successfully installed.
Click "Close'" to exit

agent.

+  After the installation of the agent, close the wizard.
you will be able to launch the agent and to connect to the gateway.
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63 First connection for a Teleworker

e Launch the Global Protect Agent
Enter the the link to your teleworking portal as provided by Proximus.
(e.g. yourportal.teleworking.proximus.com where ‘yourportal’ is replaced by your
company’s portal name).

GlobalProtect 2

Welcome to GlobalProtect

Please enter your portal addres:

! yourportal teleworking. proximus. cor

Enter your username and password. (provided by your administrator)
And then click connect to initiate the connection.

GlobalProtect x
E Sign In
Enter login credentiais

Portal: . ... .teleworking orojamus. com

Username | user3

Password | sssannns |

concel [ Sgnn_]

If authentication is successful, you are connected to your corporate network, and the
status panel displays the Connected or Connected - Internal status. If your
administrator sets up a Global Protect welcome page, it displays after you login
successfully.
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To check your connectivity status, click on the Global Protect icon of your laptop and
see if the status is set to “connected”.

-0

~ ¥ dg ENG

GlobalProtect

Pl

15/07/2019 C‘

Setting button

You can also verify the configuration of the client agent by clicking on the setting button.

& GlobalProtect Settings

General
Account
User: user3
Portals
Portal
busermre O, o

4194,78.225.81 =
o 4

______ e ———

Add

:onnection Host Profile  Troubleshooting Notification

Status

Connected

X
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71

& GlobalProtect Settings X

General Connection 4ostProfie Troubleshooting Motification

Gateway Type Tunnel Authenticated
gp-portal-ext-gw External Yes Yes

Assigned local IP: 10.10.10.3

Gateway IP: 194,78.225.81

Gateway Location:

Protocol: SSL

Uptime: 20:46:28

Bytes In: 744825844 Bytes Out: 12486290
Packets In: 86954 Packets Out: 66852
Packets 1/Errar: 0 Packets O/Error: 0

Important! You shall verify the firewall policies between the Teleworking
Zone and both the Inside and Outside zones to make sure all required
accesses are allowed.

Want to know more?

Palo Alto useful websites

https://knowledgebase.paloaltonetworks.com/ contains a lot of useful information about
specific configuration needs. Just enter the keywords and look for a solution, you'll certainly find
it!

https://eu.wildfire.paloaltonetworks.com/wildfire/dashboard gives an overview of Wildfire
activity all over Europe (remove leading “eu.” From the URL for a worldwide version), check
other firewalls file subscriptions (or yours, based on Serial#).

https://live.paloaltonetworks.com/ a community for all Palo Alto users.
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72 Palo Alto trainings

Though your firewall has been mostly pre-configured by Proximus, you might want to know
more about such device for the self-management part. There is of course no obligation to
follow these trainings advises.

In order to access the trainings, you must have a valid account to Palo Alto’s education website
https://www.paloaltonetworks.com/services/education

As Proximus service provider, we can advise you to some specific e-learning modules that will
focus on the self-management activites you would be required to do.

Remember that your firewall is not a genuine Palo Alto device anymore, so certain features
might not be available or look the same way as described in the training. Note also that we run
today version 8.1.7 of PanOS.

Training 1. FIREWALL 8.1 ESSENTIALS: CONFIGURATION AND MANAGEMENT (EDU-110) E-
LEARNING
https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/datasheets/educ
ation/edu-110-8x-datasheet.pdf

Modules to follow:

- Next Generation Security Practices
- WildFire

- User-ID

- Security and NAT policies

- App-ID

- Content-ID

- Monitoring and Reporting

- URL Filtering

Training 2: FIREWALL 8.1: OPTIMIZING FIREWALL THREAT PREVENTION (EDU-114) E-
LEARNING

https:.//www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/datasheets/educ
ation/edu-114-8x-datasheet.pdf

Modules to follow:

- Module 1: The Cyber-Attack Lifecycle

- Module 2: Blocking Packet and Protocol-based Attacks
- Module 3: Blocking Threats from Known-Bad sources
- Module 4: Blocking Threats Using App-ID

- Module 5: Blocking Threats Using Custom Applications
- Module 8: Blocking Threats in Allowed Traffic

- Module 11: Viewing Threat and Traffic Information
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8. Glossary
App-id

Wildfire

GlobalProtect

Palo Alto function that permits to recognize
applications based on signature (database)

Palo Alto security feature requiring a specific
license. Wildfire is a sandbox system that permits
to identify zero-day threats by the mean of several
investigation techniques available in the cloud

Palo Alto solution for remote access (Teleworking).
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